Desmond Ball

SOUIET

i)

@

3\
CanbeE

Hawaii Operation






CANBERRA PAPERS ON
STRATEGY AND DEFENCE NO. 80







SOVIET SIGINT:
HAWAII OPERATION

Desmond Ball

Published by
Strategic and Defence Studies Centre
Australian National University
Canberra
1991



Printed and Published in Australia
at the Australian National University 1991

© Desmond Ball, 1991

This book is copyright. Apart from any fair

dealing for the purposes of private study,

research, criticism, or review as permitted under

the Copyright Act, no part may be reproduced by any
process without written permission. Inquiries
should be made to the publisher.

National Library of Australia
Cataloguing-in-Publication entry

Ball, Desmond, 1947-
Soviet SIGINT : Hawaii operation.

Bibliography.
ISBN 0 7315 12103.

1. Electronic intelligence. 2. Military intelligence - Soviet Union.

3. Espionage, Soviet - Hawaii. I. Australian National University.

Strategic and Defence Studies Centre. II. Title. (Series : Canberra
Ppapers on strategy and defence ; no. 80.)

355.3432.

Series Editor Helen Hookey
Designed by Quantum Ideas Bureau
Printed by ANU Central Printery
Published and distributed by:
Strategic and Defence Studies Centre,
Research School of Pacific Studies,
The Australian National University.
GPO Box 4, Canberra, ACT, 2601,
Australia. Telephone (06) 2493690.



ABSTRACT

Since the mid-1980s, there has been a significant increase in
Soviet signals intelligence (SIGINT) operations in the Asia/Pacific
region. Soviet SIGINT operations concerning the Hawaiian islands
exemplifies this activity in a particularly dramatic fashion.

This monograph describes the growth of the Soviet SIGINT
operation concerning Hawaii, the range of signals being monitored by
Soviet SIGINT systems and the missions of the Hawaii operation. It
also discusses possible means of countering the operation.
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CHAPTER ONE
INTRODUCTION

The Soviet Union maintains the most extensive and
comprehensive signals intelligence (SIGINT) capabilities in the world.1
The Soviet SIGINT establishment currently employs more than 350,000
personnel (intercept operators, processors, cryptanalysts, etc.). It
maintains more than 500 SIGINT ground stations, in both the USSR

1 This paper is a product of a major research project by the author
concerning Soviet signals intelligence (SIGINT) capabilities and
operations. Other papers by the author on this subject include
Desmond Ball, ‘Soviet Signals Intelligence’, in Bruce L. Gumble
(ed.), The |International Countermeasures Handbook, (EW
Communications Inc., Palo Alto, California, 12th Edition, 1987),
pp-73-79; Desmond Ball, ‘Soviet Signals Intelligence (SIGINT):
The Use of Diplomatic Establishments’, in Floyd C. Painter (ed.),
The International Countermeasures Handbook, (EW Communications
Inc., Palo Alto, California, 13th Edition, November 1987), pp.24-
45; Desmond Ball, The Use of the Soviet Embassy in Canberra for
Signals Intelligence (SIGINT) Collection, (Working Paper No.134,
Strategic and Defence Studies Centre, Australian National
University, Canberra, October 1987); Desmond Ball, ‘Soviet
Signals Intelligence: Vehicular Systems and Operations’,
Intelligence and National Security, (Vol.4, No.1), January 1989, pp.5-
27; Desmond Ball, Soviet Signals Intelligence (SIGINT), (Canberra
Papers on Strategy and Defence No.47, Strategic and Defence
Studies Centre, Australian National University, Canberra, 1989);
Desmond Ball, Soviet Signals Intelligence (SIGINT): Intercepting
Satellite Communications, (Canberra Papers on Strategy and
Defence No.53, Strategic and Defence Studies Centre, Australian
National University, Canberra, 1989); Desmond Ball, Soviet Signals
Intelligence (SIGINT): Listening to ASEAN, (Working Paper No.188,
Strategic and Defence Studies Centre, Australian National
University, Canberra, September 1989); and Desmond Ball and
Robert Windrem, ‘Soviet Signals Intelligence (SIGINT):
Organisation and Management’, Intelligence and National Security,
(Vol.4, No.4), October 1989, pp.621-659.
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and abroad. SIGINT systems are also maintained in Soviet diplomatic
establishments in some 70 countries. Other SIGINT systems have been
deployed on an extraordinary range of platforms, including
submarines, surface ships (both “ships of opportunity” and dedicated
SIGINT vessels), aircraft, space satellites, and various trucks and other
vehicles.

Moreover, there has been a dramatic increase in Soviet foreign
intelligence collection operations, including SIGINT activities, since the
mid-1980s. The number of diplomatic establishments hosting SIGINT
operations has increased by an average of three per year over the last
six years. New SIGINT satellite systems have been developed and
deployed. New SIGINT ships (AGIs) have also been produced -
including four Balzam class AGIs which became operational in 1980-87
(two of which are deployed in the Pacific) and seven Vishnaya class
AGIs which became operational in 1986-90 (three of which are
deployed in the Pacific). Soviet airborne SIGINT activities have also
increased in the north Pacific over the last couple of years. In some
areas, such as Southeast Asia, the Soviet SIGINT effort has almost
doubled in the past half decade.2

The increase in Soviet SIGINT activity across the Pacific has
been quite striking, particularly with respect to AGI operations.
According to Lieutenant Commander Robert Anderson, a spokesman
for the US Pacific Fleet,

There has been a significant increase in Soviet AGI
activity in the Pacific area since 1986.

This intelligence collection activity has included an
increased presence off the U.S. west coast, especially
off of Southern California, and the Hawaiian islands.3

Soviet SIGINT operations concerning the Hawaiian islands

have increased dramatically since the mid-1980s. An examination of
these operations illuminates not only the increasing scope of Soviet

2 See Desmond Ball, ‘How Moscow Steals ASEAN’s Secrets’, Pacific
Defence Reporter, (Vol.XV, No.12), June 1989, pp.8-14.

3 Cited in Melissa Healy, ‘Soviet Spy Ship Activity Grows Off West
Coast’, Los Angeles Times, 27 May 1989, p.26.
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Figure 1: Oahu, Hawaii
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TABLE 1
SOVIET AGIs BASED IN THE PACIFIC
No.in (No.in  Class Name
Pacific  Class)
3 7 Vish SV 208
(7) ishnaya v e
SSV 201
2 4) Balzam SSV 493
SSV 80
1 (1) Bambuk Kamchatka SSV 391
(1)  Kapusta Kapusta SSV 33
2 (6)  Primorye Selmon Zaba\}/kalbye SSV 464
Primorye SS
2 3) Nikolay Zubov Gavrll SarKchev V 468
Semyen Chelyushkin SSV 469
2 (2) Modified Pamir Gxdro raf SSV 480
Peleng SSV 447
2 9 M SSV 474
@) L ng an SSV 472
0 4) Mirny
2 (8) Mayak Kursograf
4 Anero%d
4 (15) Okean Gidrofon
Ampermetr
Deflektor
Barograf
2 2) Dnepr Protraktor
Izmeritel
2 4 Alpinist
s &2}
(7) Lentra
73

25
(34%)
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SIGINT activities but also the changing purposes of these activities
through the late 1980s.


























































































































































































































































































